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BGP Communities for downstream

2222:9654 Prefixes of AS9654 IXP (MMIX)
• for easily advertisement to downstream.
• for easily prefix adjustment by downstream.

2222:110 Prefer outbound link for multi-link downstream.

2222:80 Backup outbound link for multi-link downstream.

9654:9654 Advertise to IXP (MMIX)

0:11344 Do not advertise to GGC (Google CDN)

1:11344 1 more hop to GGC

2:11344 2 more hop to GGC

0:2222 Do not advertise to upstream (same as no-export)

Example



1. BGP Setting for Transit Provider
2. BGP Setting for ISP’s Transit
3. Unexpected Problems
4. Optimized Design
5. RADB Update
6. Attack Mitigation



Users

AS-1111

ISP

Transit 
Provider

R1

R2

Prefix Announcements

Internet

103.103.193.0/24
103.103.192.0/23

ISP Prefixes
103.103.192.0/24
103.103.193.0/24

103.103.192.0/24
103.103.192.0/23

IXP

SiSi

AS-9654

103.103.192.0/24
103.103.193.0/24

Transit 
Provider

AS-2221

AS-2222

DGW

High preference



Users

AS-1111

ISP

Transit 
Provider

R1

R2

Internet

Default-GW 
lower preference
Partial routes

Default-GW
Partial routes?

IXP

SiSi

AS-9654

All prefixes

Transit 
Provider

AS-2221

AS-2222

DGW

as-path ACL
^2221_[0-9]+$
^2222_[0-9]+$

as-path ACL
^$_[0-9]+$
^$_[0-9]+$

Default-GW

No need 
BGP Full routes

Prefix Accept



Users

AS-1111

Inbound outbound

Prepend Prepend

MED Local preference

Inbound outbound

Passive Passive

BGP Community

Down-
stream

Transit 
Provider

R1

R2

Upstream

Upstream

Primary/Backup links

route-map RM-L1-OUT permit 5
set metric 90

Route-map RM-L2-IN permit 5
set local preference 80
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Asymetric is normal for 
BGP.  FW doesn’t allow 

asymmetric path.

Faulty or congested link problem

Don’t place FW in 
front of GW router
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NAT

NAT

Dedicated NAT/Firewall/BRAS
- Don’t place in line but beside.

To divert traffic
- Use Virtual Router
- Instead of PBR
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Oversea DNS is about 40ms
Local DNS is less than 2ms

Use Local DNS Resolvers

8.8.8.8

1.1.1.1

10.10.10.10

10.10.10.10
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RADB
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Anyone can update records.
Multiple wrong records.

Recommend
Let prefix owner update their 
owned records 



Apnic => RADB

Object Type
V4 prefix - ‘route’
V6 prefix – ‘route6’

Create record at Apnic Portal.
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DOS Attack – Use Sinkhole for clean pipe

Internet
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1.Divert

2.Drop or store for analysis

3. Forward Clean Traffic

Attack!



Thank you!

QnA

theinmyintkhine@mm-ix.net
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